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Abstract: In order to ensure the security of embedded-based distributed photovoltaic system data,a lightweight
encryption algorithm was proposed on the basis of 128-bit advanced encryption standard (AES) for the problem of
limited embedded computing resources. Firstly, the AES round function was optimized to reduce the number of
rounds containing column mixing; secondly, the lightweight AES was designed through two steps: lightweight
optimization of column mixing and key expansion; finally,the AES experimental simulation platform was set up to
experiment and analyze the lightweight AES, and to validate the efficiency and security of the improved encryption
algorithm. The experiments show that the lightweight AES, compared with the AES encryption algorithm, can
improve the encryption and decryption speed by 19.50% while ensuring the security of information transmission.
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Fig.1 Distributed PV system structure
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Fig.3  Distributed PV network topology
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Fig.8 Simulation encryption and decryption time

SEG ., AES N L AR Ak AES s
T2 (5 FH A TR) 14 %88 B Jim %8 AL TR) %) BR SC, J A2 AT
2 000 UK, F5 IO 28 i 225 JIT 9 RE 1 SF- 24 sk
B9 .

FER FL A 25 AN 4 TR | AES 4% 8 k4%
sACHT 50 ] D 1.298 6 s F11.046 9 s
RORAE T 19.38%, B2 = AL A |5 g 5w R R
1.289 6 s f11.046 6 s, S FHE T+ 18.84% ., i Z
A TRCRIETF 19.11% , iR 2 FURCR
332 WL

AR S A 23 A KOG AR 5 A 0 b B 25 SR
Cortex M4 PJ#% [ STM32F407 , 5 T I #1725
DRCR SIS Bk B4 R R AES I Bk
) = R

AES Jin % B35 iz i Ak AES s 5 4d
A IF) P %88 S o 28 A T SR/ 1 BH SCBCHR DR, 3R IO
R 10~100 kB 4 B SCE IR BT iE FE R BT o
WK 10 firas % Ak AES TIN5 550 5k i 28 F i 25 iy
TH KB A s [E) 4 7T AES Jii1 8 303k i A % 1)
BF 0], - i 5 i 5 BH SO A 3 B ] 2 4 32
MK,

R T R 20 BN AR AR T T A AR



JAH AT HRAR G H KB 2RI EH R

WA 20255 H55K F10H

1.7 [—AES HRLAES —FH | |

1.0 \
BRI LAESTHy A‘
0.9
500 1000 1500 2000
(a) AL
1.7+ [—AES BRKLAES ——FF | |
1.6F

1.5F

AESYT-#
1.41

<13

1.2F
1.1F
1.0
0 9| AL LAEST-4
7o 500 1000 1500 2000
WA
(b)fifp % FERT

P19 Akl AES 55 AES FERT X L

Fig.9 Comparison of time consuming lightweight AES with AES
®4 BENAES5AESHEMILR

Tab.4 Time-consuming comparison of lightweight AES vs AES

F&, 2 5 R g AL e % 10~100 kB B SO
I VR FIT 9 R A EL AR RS [, 380 i 8 R vk e AN TR K
INEIERCR T ORI RIS %
b AES I8 Bk AR E AES T B 2 &L
FIRTF 19.947%, ff % 80RHE T 19.953% , 254 4
7+19.50%.,

RS EHHEEN AES S AESFERLLE

Tab.5 Time-consuming comparison of lightweight

AES vs AES in hardware

T RS RERERs Bits itk
FrifE AES 1.298 6 1.289 6 2.5882
19.11%
24k AES 1.046 9 1.046 6 2.093 5
4500 T T T
—o— R fLAES

3500
3000
§2500-
= 2000
1500
1000
500 £

010 2.0 30 4.0 50 6.0 7l0 8.0 9b 100

Bl K/INVkB
(a) e i 1]

4500 —— :

4000 F [TTAES

—o— 2t fLAES

3500}

3000}
22500
< 2000}

1500}

1000}

5004
%0 20 30 20 50 60 70 80 90 100
A K /IVkB
(b)fiff 2% 1 1]
10 RO 0T

Fig.10  Hardware encryption and decryption time

Rk ——— ﬂﬂ%ﬁﬁlﬂ/ms ‘ - ﬁl@%ﬁﬂ'l'ﬂ/ms ‘
VKB bre Al mFE bRdE RRil W
AES  AES # AES AES =

10 415 332 83 409 328 81
20 831 665 166 817 654 163
30 1246 998 248 1226 981 245

40 1661 1330 331 1636 1309 327
50 2077 1663 414 2044 1636 408
60 2492 1995 497 2453 1963 490
70 2908 2328 580 2861 2290 571
80 3323 2660 663 3270 2618 652
90 3738 2993 745 3679 2944 735
100 4154 3325 829 4087 3270 817

34 BITHESH
FT o AR B, [ A b AES %%
VLA AES I Bk AT —Fe s A gt
BATWAE SO, 25 R R 6 o . Rk
AES 1% 52 5 85 i AES i 28 5 vk ia 17 N A7 /D
i H10.09 kB, HERETR T 1.5%
*6 EINESA

Tab.6  Running memory consumption

Jineg =X &7 NTEI kB etk
FRifE AES 5.83
1.5%
AR L AES 5.74
4 Lk

Bt X A U A 2OBIR F Gt 22 b Ar
TE B T, D 1 I 0 s A e A 2g sk B i
AL AES I Tk RN R AR s B R
i M ALY R T 5. — I, il it
AES Jin 25 535 AR B AL AES i 505 % SO
{5 A F8OR 9 20 AT, B0k T R AL AES T
WL A 5 — 5, @ X L AES i
L AR AL ATS I8 B0 1) T A0 i 4 P
FERYIT ], o] DR SR AL AES I 580k 9 e 2
Mo AR AL T AES I 5k R it i
AES I 5 e O U 2 2R (Y [ i T 2%

35



LA

AfEFH 2025F £55K H104

JAHE AT HEAKG A XK AR EHR

FHEE 19.947% , fift 53R 4 55 19.953% , 2%

A

R 19.50% , A RSB T /A 2O R R B E
S8 A SIS G P g

(1]

2]

3]

[4]

[5]

[6]

(7]

(8]

9]

Sk

G T, A A A RO LU A B R AP 2 5
&J:E*ZF'/T AL, 2022,52(4) :3-11.

CAO Wei, DONG Haoyang, LI Yun, et al. Foreign experience
and practical enlightenment of the high proportion access of
distributed photovoltaic high-proportion[]]. Electric Drive,2022,
52(4):3-11.

SR TS, A A B ) R G R A EOL IR MU L
I W38 17 KB ARV 1], H R HAR, 2024, 48 (1) : 184~
199.

LI Feng, DING Jie, ZHOU Caiqi, et al. Key technologies of
large-scale grid-connected operation of distributed photovoltaic
under new-type power system[]J]. Power System Technology,
2024,48(1):184-199.

S BT E SR EEOR P B L AT P E BT
ARH I, 2011(12) :25.

WU Yan. Analysis of information security in power automation
communication technology[J]. New Technology & New Products
of China,2011(12):25.

/NI, Gy SR BT ST A RS Bk ik
A T RHE,2016,29(1) :36-39.
ZENG Xiaobo, YI Zhizhong, JIAO Xin. High-speed hardware

o i it

design and implementation of AES algorithm based on 51 core
[J]. Electronic Science and Technology,2016,29(1) :36-39.
QASAIMEH M, AI-QASSAS S R, TEDMORI S. Software ran-
domness analysis and evaluation of lightweight ciphers: the
prospective for loT security[J]. Multimedia Tools and Applica-
tions,2018,77(14) : 18415-18449.

BURR W E. Selecting the advanced encryption standard[]]. IEEE
Security & Privacy,2003,1(2) :43-52.

VB, ARG B O, 45 . i AU YR G ABS i
W IR ARG BT S 5] T AR, 2023,46(1) 29~
35.

LIU Zheng, DAI Peipei, XING Jianping, et al. Design and im-
plementation of a lightweight AES encrypted communication
system for embedded devices[J]. Chinese Journal of Electron
Devices,2023,46(1) :29-35.

BUI D H, PUSCHINI D, BACLES-MIN S, et al. AES datapath
optimization strategies for low-power low-energy multisecurity-
level internet-of-things applications[]J]. IEEE Transactions on
Very Large Scale Integration (VLSI) Systems, 2017, 25 (12)
3281-3290.

SREETT JRNTAE | S TR A ARS I3 5k i s T 1 4
et Jr 5101, AL S 4], 2023,31(6) : 183-190.

36

[10

[11

[12

[13

[14

(15

[16

[17

[18

—

|

|

|

|

|

—

I

—_—

ZHANG Xinfang, ZHOU Jianghua. Data security transmission
scheme of aerostat platform based on lightweight AES encryp-
tion algorithm[J]. Computer Measurement & Control, 2023, 31
(6):183-190.

NICCOLO C,ANDREA T,CARLO D, et al. A secure real-time
multimedia streaming through robust and lightweight AES en-
cryption in UAV networks for operational scenarios in military
domain[J]. Procedia Computer Science ,2022,205:50-57.
QASAIMEH M, AI-QASSAS R S, MOHAMMAD F, et al. A
novel simplified AES algorithm for lightweight real-time appli-
cations: testing and discussion[J]. Recent Advances in Compu-
ter Science and Communications, 2020, 13(3) :435-445.
ZHANG L,ZHAO L, YIN S, et al. A lightweight authentication
scheme with privacy protection for smart grid communications
[J]. Future Generation Computer Systems, 2019, 100: 770-
778.

PSRl VAR GOSN S
B[] B E AL J7,2010,38(6) : 5-8.
GUAN Zhitao, YAN Li, HE Jietao, et al. Prospect of smart grid-

REH R B0 fi5 B A POR

oriented information security technology[J]. Smart Power,2010,
38(6):5-8.

L, EMWT G, F RSB I RS HE-H
WAL L), f %81, 2023,53(10) :49-56.

CHENG Kai, WANG Pengyu, BAO Tao, et al. Day-ahead and
intra-day optimal dispatching of cyber-physical integrated pow-
er system[J]. Electric Drive,2023,53(10) : 49-56.

oK TRIERE IR RSA BT ARS HME 1 I 4515 B4
TEN] Rz CH AR 22 R0 , 2017, 38 (1) 117
120.

LENG Fei, XU Jinhua, LUAN Shixi. Research on network infor-
mation security based on RSA fusion AES algorithm[]]. Journal
of Huagiao University (Natural Science) ,2017,38(1) : 117—
120.

B2y, X AkAE B TR SHOM R RSA Bl i 5
B AL 515, 2017,25(6) :203-206.

NAN Yahui, LIU Jihua, XUE Yanfeng. Under chaotic parame-
ter modulation RSA data encryption algorithm research[]].
Computer Measurement & Control ,2017,25(6) :203-206.
ZETboE . BT AES STk 06 5 PR RS A n 5 BORBIF 5T 5 T2 3
[D]. I AR R, 2015.

LI Shengliang. Research and implementation on data encryp-
tion for optical disc library based on AES[D]. Wuhan: Hua-
zhong University of Science and Technology ,2015.
PREMKUMAR R, ANAND 8. Secured and compound 3-D cha-
os image encryption using hybrid mutation and crossover opera-
tor[J]. Multimedia Tools and Applications,2019,78(8) :9577—
9593.

ek H 4. 2024-06-06
Bk H 1Y :2024-08-18





