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Non-electric Communication for Power Measurement

Based on Encrypted Two-dimensional Codes
BAI Luwei, DONG Yongle, ZHANG Lifang, MAO Yongmei, YIN Chao,XI Jia

(Inner Mongolia Electric Power Research Institute , Hohhot 010020, Nei Mongol, China)

Abstract: Security is a critical concern that must be addressed in the context of the electric power metering
internet of things (IoT). In order to achieve complete isolation between data stored in the public cloud (external
network) and data stored in the private cloud (internal network) , while enabling unidirectional communication
from the external network to the internal network, a non-electric communication method based on encrypted QR
codes was proposed. The method involved the generation of colored QR codes containing metering inspection
information on the external network side. Data from the external network was transmitted unidirectionally to the
internal network via these colored QR codes, with no electrical connection between the internal and external
networks. To enhance security, a color/information hybrid encryption method was employed. The original
inspection information was encrypted using the SM4 algorithm to generate monochrome QR codes. Subsequently,
the monochrome QR codes were further encrypted using different colors by DNA and chaos, leveraging the rich
color gamut of the display monitor. Experimental results demonstrate 100% accuracy in encryption and decryption,
encryption and decryption computational speeds of less than 0.058 7 s, and linearly increasing time consumption.
This method exhibits high accuracy and speed, meeting the requirements of electric power metering [oT systems in
terms of transmission rate, security and reliability.
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Fig.1  Structure of the non-electric communication

based on encrypted two-dimensional codes
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Fig.2  Flowchart of information encryption
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Fig.4  Structure of the experiment system
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Tab.4  Experimental data of communication performance

AR . S fi
T o JEERT /s EH2%/% o
1 5 2.87 100 0.058 7
2 10 5.39 100 0.057 4
3 50 25.34 100 0.053 2
4 100 50.36 100 0.057 5




GER,F AT IE ey w it Fak bl ik

B A AR 20255F £ 554 24

2% 4 R0, R TR] 3 2R A SCRT 3 O 5 1 1
R AR R 100% , EIHZ D7 5 T 5 . R AR
KA BABURIE Fb , U IH 12 7 75 i B
HLRSGE , ANAFAEPHZE R I, S35 T /e 4 ik i) 47
ANKTF0.060 2 s, 15 BN/ 2 B 1k VTR R A
PR AS S B AL B ()= A S, RS R
AR S5 LR T s S O RO i 28 s [ R X6 L

x5 AEMBEEREITLE
Tab.5 Comparison of efficiency of different encryption algorithms
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RSA 200 127.786 129.453
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AR 200 17.928 18.002
DES 400 17.854 17.052
RSA 400 130.172 130.354
DES&RSA 400 56.044 61.194
AR 400 21.589 20.537
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