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Anomaly Detection of Automatic Verification System for Smart Meter Based on TSVM Model
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Abstract: Automatic verification system of smart meter may be abnormal in the long-term operation process,
but the regular manual detection method can not timely learn the risk information, shortening the period of manual
inspection will reduce the work efficiency of automatic verification. In most cases, the sample data of abnormal
epitopes are unmarked, and the unsupervised anomaly detection algorithm is usually used to screen abnormal
epitopes. In order to reduce the false positive rate of unsupervised anomaly detection and the cost of manual
inspection, a request for manual inspection of unsupervised screening "abnormal epitopes" was proposed, in the
process of eliminating epitope faults, a small number of labeled samples were obtained, and semi-supervised
transductive support vector machine (TSVM) anomaly detection model was constructed by using labeled and
unlabeled samples. In the future automatic verification work process, new labeled samples and unlabeled samples
were obtained continuously, the TSVM model could be extended and optimized according to semi-supervised training
method. Using the proposed method, the automatic verification data of state grid Shanghai electric power company
was analyzed, and compared with the manual inspection results, the effectiveness of the method was verified.
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Fig.1  Proportion of sample characteristic information

retention under different dimensions
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Tab.1  Average accuracy of unsupervised anomaly detection
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Tab.2 Eigenvalues of epitope samples (sample 1 as an example)

FHE
SR H
Max(X) Min(X) E(X) D(X) Skew(X) Kurt(X)
TiH 1 0.007 0 -0.050 9 -0.023 917 0.000 406 0.106 826 -1.541 011
TiH 2 -0.013 5 -0.074 0 -0.048 492 0.000 418 0.457 221 -0.870 495
WiH 3 0.002 2 -0.1117 -0.032 800 0.000 985 -1.535 648 2.775 146
T H 4 0.043 3 -0.085 1 -0.001 425 0.001 208 -1.134 629 2.165 499
SER 0.067 6 -0.160 5 -0.004 658 0.003 671 -1.547 250 3.437 145
TiH 6 0.109 3 -0.1216 0.026 133 0.003 655 -1.176 047 2.458 465
WiH7 0.0117 -0.050 0 -0.020 842 0.000 300 0.221 488 -0.173 168
TiH 8 -0.0227 -0.0852 -0.058 567 0.000 412 0.554 031 -0.820 532
TiH 9 0.0102 -0.053 5 -0.021 258 0.000 407 -0.017 970 -1.203 731
TiH 10 -0.023 8 -0.087 6 -0.062 267 0.000 447 0.601 206 -0.686 866
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Tab.3  Feature data after PCA dimensionality
EVAS
1 2 30 e 38 39 40
1 -2.234 622 1.585 350 2526461 e -0.001 673 0.035 707 -0.030 962
2 -1.229 589 2.076 074 -2.800221 oo -0.046 646 -0.046 169 0.070 169
3 -1.296 936 -0.182 465 1.629265 e 0.099 782 -0.086 831 0.027 047
58 -3.462 262 -0.090 737 1.551019 oo 0.139 304 -0.034 429 -0.087 262
59 -1.508 056 -1.500 644 -0.810303 e 0.055 930 0.147 360 -0.142 620
60 -1.336 344 3.994 048 -0.853882 oo 0.040 263 -0.094 883 0.169 225
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Tab.4  Results of unsupervised anomaly algorithm

ESIAS; S RO ESAcH SN TR EAS) i TR EShas S0 TR
1 1.130 353 16 1.031 647 31 1.058 620 46 1.046 426
2 1.014 464 17 1.010 069 32 2.000 560 47 1.320 810
3 1.004 347 18 0.998 419 33 1.197 083 48 1.098 991
4 1.054 612 19 1.044 121 34 2.334 983 49 1.207 244
5 1.000 622 20 1.015 149 35 1.857913 50 1.167 582
6 0.995 484 21 1.000 194 36 1.007 053 51 2.695 171
7 1.023 143 22 1.140 063 37 1.077 457 52 3.494 880
8 1.012 834 23 1.268 981 38 1.010 256 53 2.956 908
9 1.008 601 24 1.022 946 39 1.033 592 54 1.007 359
10 1.026 758 25 1.106 047 40 1.008 499 55 1.027 882
11 1.883 877 26 1.065 297 41 1.010 359 56 1.188 867
12 1.054 852 27 1.217 648 42 0.996 309 57 1.050 760
13 1.121 655 28 1.267 209 43 1.160 934 58 0.998 736
14 1.010 204 29 1.003 913 44 1.026 550 59 1.015013
15 0.997 774 30 1.097 910 45 0.996 525 60 0.999 981
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Tab.5 Comparison of anomaly detection results of TSVM and LOF

’ XS]’ X33’ X36’

LOF 4l AT ARG TSVM 3
115 RAL -1 -1 -1
325 KA1 -1 +1 +1
345840 -1 +1 +1
355 RAL -1 +1 +1
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