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Design of Security Defense System for UHV Power Grids Under the Dual Carbon Background
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Abstract: Under the dual carbon background of AC and DC hybrid power grids have the new feature of
"strong HVDC and weak AC system" and power electronization, in order to effectively reduce the risk of large-
scale power outages in power grid, it is necessary to build a secure and reliable comprehensive defense system to
ensure the stable operation of the power system. Based on the traditional three defense lines in China, the objectives
and design principles of the UHV AC and DC power grid security defense system that adapt to the dual carbon
background of China's power grid were determined, and designed the overall structure of the UHV AC/DC power
grid security defense system, main functions and specific configuration schemes.
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Fig.1  Relationship diagram of power grid operation state transition
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Fig.2 Sequence diagram of three defense lines of power system
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Fig.3  Connotation of power grid security defense
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Fig.4 Goal of grid security defense
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Fig.5 Full-time control of power grid security defense
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Fig.6  Coordinated control of power grid security defense space dimension
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Fig. 7 Positioning of UHV AC and DC grid security defense system
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Fig.8 Overall functional requirements and architecture

of the power grid security defense system
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Fig.9 Panoramic state perception module
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Fig.10 Real-time intelligent decision-making module
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Fig.11  Multi resource cooperative control module
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Fig.12  Standard function library of power

grid security defense system
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Fig.13  Configuration scheme of UHV power grid security defense system
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